
If a vendor remotely manages site equipment, but site staff is responsible for restricting or logging remote access, 

plug-and-play simple.

Who needs GhostSentry?

GhostSentry can help you comply with policies and regulations that require logging network access.  With 

GhostSentry allows end-users to request access in-line, and administrators to immediately manage that request 
from anywhere, even a smartphone.

Our simple cloud-based administration and log make deploying and managing very easy. Two technical factors 
make GhostSentry different.  Our technology allows us to place the device inline and accomplish user 

addresses, so a single piece of hardware can handle networks with identical IP address ranges and still work great. 
You gain important compliance logs without complicated setup.

What makes us unique?

Product Information

Controls access by username

Allows on-demand access request

Allows scheduled access request

Secure inline authentication

Logs user access

MICS compliant standard reporting

Requires "Reason for Access" prior to access
(per MICS)

Controls access of independent networks

Compatible with secure or isolated vendor networks

Requires no IP address changes on vendor network

Controls existing vendor-maintained circuits

Does not require an agent on the vendor PC

Does not require an agent on the destination server

Requires "Description of Work Performed"
at entry (per MICS)

Features
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traversing the bridge are irrelevant to the process.  When an end-user wishes to pass from a device on side A to a 
device on side B (with an IP address of B1.B1.B1.B1), the procedure is to open a web browser and point to the 
destination with the URL http://B1.B1.B1.B1:142.  When the TCP session attempts to pass through to destination port 

happens through a full translation of the source and destination IP address and MAC address.  Regardless of where 
the packet originated, the packet reaches the authentication server with a privately assigned address, and valid 
internal MAC address.  After the end-user completes successful authentication and authorization, and for his source 

In GhostSentry, controls have been created for the site administrator, so that an end-user can request access 

the intended purpose of the connection, and can include additional information such as licensing numbers, or 
procedural steps.  The request is passed to the administrative web interface, and to the administrator’s email 
address so that approval can be performed from a smart-phone or other internet connected device.  Further, the 

health monitoring.  In this way, SNMP or other health monitoring can be automated, but still approved and logged.

Note that the entire GhostSentry process works perfectly without the client network(s) being exposed to the 
Internet at all.  Since the device is in-line with their secure network, no access can circumvent their physical or logical 
network security.  Only end-users actually on side A of the network can authenticate and reach side B.  This is an 

on the physical gate 1 cannot mix with gate 2.  Even if the IP addresses overlap between clients connected to the 

Deep dive
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